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Executive Order Nuo.

EMPLCYMENT IN THE FEDERAL GOVERNMENT

By virtue of the authority and discretion vested in me
under the Constitution to appoint and rerove employees of the
Executive Branch and by virtue of the authority and discre-
tion vested in me by the statutes of the United States to
bronulgate rules and requlations governing Executive Branch
employment, including but not limited to 5 U.S.C. § 1104,

5 U.s.c. § 3301, 5 y.s.c. § 7301, 5 v.s.c. § 7311, and
5 U.s.c. § 7312, it is hereby ordered as follows:

Sectian 1. This Order establishes mi
employment suitability standards for the hiring
and : O personnel within the Executive
Branch. Additional standards may be established
by individual agencies if such standards would
promote the efficiency .of the service or if such
standards are otherwise authorized under law.
‘This Grdsr-does ng;qsgxagn_gggugi;x_gagarances or
Approve s and the'fag;_;hgi_gmggnsgg pay meet the
employment sultability standards established by =
L e R JDErs :

& 7 entitled to receive or retain a security
clearance or approvai.

Section 2. When a person applies for
enployment within the Executive Branch, an
inguiry shall be conducted to determine whether
~the person is suitable for federal employment,
and this inquiry shall include a National Rgency
Employment Check (NAEC). The inguiry shall be
conducted by the Office of Personnel Management
(OPM) in the case of competitive service appli-
cants, and by the hiring agency in the case of
excepted service applicants. A NAEC shall
consist of a records check by appropriate

- agencies of the Executive Branch to ascertain
Whether they possess information which they have
reason to believe would disqualify a person for
federal employment. Disqualifying information
disseminated in response to a NAEC shall not
include information used to make a security
determination as to whether a person should be
provided access to information which has been
classified pursuant to Executive Order 12356, or
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any prior or subseguent Orders. Tnformation
which an agency has reason tc¢ believe would
disqualify a person from federal employnent on
other than security grounds shall not be dissemi-
nated in response to a NAEC, or otherwi<e, unless
the person has been provided the oppoxtunity to
confront the source of the information believed
to be disqualifying. After receiving the results
of a NAEC and completing the inguiry, OPM, for
competitive service applicants, and the hiring
agency, for excepted service applicants, shall
make a determination whether the person is
suitable for federal employment.

Section 3. It is necessary for all
applicants and employees to meet certain ninimum
employment suitability standards which promote
the efficiency of the service. Failure to reet
these minimum employment suitability standards

.shall be grounds for an agency to refuse to hire
an applicant, and to refuse to retain a current

enployee. To meet minimum federal employment
suitability standards, th a al.histary of
= )

the applican r ehployee normally should not

reflects ; . o
m—'fi""
-7 a.. Delinguency or misccnduct in

prior employment;

_ b. Criminal, infamous, dishonest,
or notoriously disgraceful conduct:

c. PRefusal to furnish testimony
- as required by section 5.3 of the Civil
Service Rules;

d. Intentional false statement or -
deception or fraud in examination or
appointment; :

— e. Habitual use of intoxicating
beverages to excess; :

f. BAbuse of narcotics, drugs, or
other controlled substances;

g. Reasonable doubt as to the

loyalty of the person involved to the
‘Government of the United States;
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- h. Any medical condition which
makes the individual unfit for services
or

i. Any statutory disqualificatiocn
which makes the individual unfit foxr
service. '

Section 4. With respect to competitive
service applicants, OPM shall promulgate such
rules and regulations necessary to implement this
Order. With respect to competitive service
employees and excepted service applicants and
employees, each Executive Branch agency shall
pronulgate such rules and regulations necessary
to implement this Order. :

Ronald Reagan
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Executive Order No.

PROTECTION OF NATIONAL SECURITY INFORPMATION

By virtue of the authority and discretion vested in me
under the Constitution to protect the national security and
- cornduct the foreign relations of the United States, it is
hereby ordered as follows:

Sectlon 1. This Order governs certain
practices and procedGTEE'?ETE?TEE-fE-ngFprotec—
L IO BT HEtIoNa) SecUrity. INIOrNarish 5is estab-
rrshes~wWininum securl I i
United States G

tewwr~"=fid Other appropriate persons, access to
eI fOraticne . Additional security standards
—goUeELIING. acoess to national secu ; seion
nay ﬂﬁmm
‘E!rEnf‘HEEE331;-—'-x33f3—zr-_-—-r ncies.

ot

Nat_o“a*.securlty 1nformat10n is inforpa: :
e : . Tive Order 12356, or

oy ELLJ— o34 suo§§§EEE€"3fH“%s This Crcex does -~ -

ji and

ity disaporaoved

s_not bar that person

_ employment in a position for which

that—persomrts—UtHErNise qualiried and for WhHich
—gFeeese—torrIgEified THrormattor—is not required.

Section 2. To protect the securlty of
classified information, the prudent managerent ———
risk is essential. Risk management requires a
careful weighing andHaﬂnnmﬂﬂg'ny'rtecutlve
Branch security officials of all factors which
suggest. that a person may not properly safeguard
classified information, and a person may be
security dlsapproved as a result of a security
judgment based upon one or a combination of these
factors. No person has an entitlement or right
of access to classified information and the
granting, denial, or withdrawal of such access is
committed to the sound discretion of Executive
Branch security officials. In view of the low
degree of risk to the national securlty which can
be accepted, a critical element in granting

.access to classified information is whether there
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exists the requisite confidence in a person's

~ability to protect this nation's secrets of
state. 1In all security evalvations, the
protection of the national interest shall be
paramount and any doubts concerning a person
having access to classified information shall be
resolved in favor of the national security and
against the person having such access.

Section 3. The factors to be considered in
assessing the risk of granting or continuing
access to classified information in any given
case relate to whether or not the person under ﬁ%nf7
~ consideration may have vulnerabilities or may
engage in any ex loitabfe persomsTrfonduct or
inﬁ?écrete behavior, now or 3o the future. At a
miTTAE, " 1 ¢ Sha a prerequisite for any
person having access to classified information to
be trustworth reliable, stable, and to have
excellent cEaracter‘ ]uagment‘ and discretion.

Ancther prerequisite is that a person sh

finan-

Py plOlitable sexual cconducdt,
orar .LLLegU”WSlqn&;;Q EX ko o k-] T
Imdelt e WESST TR Turther prerequisite is that &
“PEYEDE stould be of unquestioned- loyalty to the :
United sStates and not susZEPEIBIs €0 undue . .. . ... _
influence, coercion, or duress. 1In this regard,
doubts concerning suitability for access to
classified information need not stem from evi-

dence of disloyalty itself; questions concerning

the security suitakility of a person may arise

from any of the factors which indicate that a

person could pose a security risk to the protec-—

tion of classified information. During the

~course of any security investigation conducted to
determine whether or not a person should have
access to classified information, Executive

Branch security officials may take into account

the activities of any individuals with whom the
person is bound by ties of affection, or with

whom the persom is in close and. continuing

contact, and the activities of any individuals in

the person's immediate family. Also to be taken

into account is whether or not any such indivi-
‘duals are foreign nationals or reside in a

foreign country. The nature and scope of any

foreign travel performed by the person being
considered for initial or continued access shall
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be another pertinent factor. Access to classi-—
fied information can be denied or withdrawn by an
Executive Branch agency when it is deteruined
that a person does not meet the security
standards of that particular agency, taking into
account all of the factors discussed above, or
when it is determined that sufficient information
cannot be developed to evaluate the person under
that agency's security standards. This determin-~
ation shall be final and unreviewable. 2

Secticn 4. When it is determined that a
person meets the secupity standards of an
Executive Branch agency, that person may be :
granted a secufTF-gETZ§?EEZe or a limited
security approvaf; A person shall not be hired
oI OTTPIaced 1nl & position requiring a security
- clearance or approval until such clearance or
approval has been granted. Classified informa-
tion may be disseminated by authorized Executive
Branch officials to persons without security
clearances or approvals if such persons are
llembers of Congress, Federal judges, officials of
foreign governments who have appropriate levels
of clearance under their own classification
system, or with the permission of the Director of
Central intelligence when necessary in the course
of intelligence or counterintelligence opera-
tions, or with the permission of the Director of
the Federal Bureau of Investigation (FBI) when
necessary in the course of law enforcement
operations. :

- Section 5. 1In order to properly evaluate a

" person under consideration for being granted:

access to classified information, that person

must undexdg.an appropriate background - 2

investigatjon. WITM DacKGround investigations ‘ .
shall bBe conducted by the Central Intelligence @fﬁ?ﬂﬂ
é@ency (CIr) when accegs to CIA information is f
involved, the Defense nvestigative Service when N
access to Department of Defense information is

involved, the Department of Energy when access to

atomic energy information is involved, the FBI

when access to Department of Justice information

~is involved and the Office of Personnel Manage—

ment in all other cases. An agency which would
otherwise be required by this Order to conduct a
background investigation may accept as valid any
background investigation conducted by another

agency and any security clearance or approval

»
-3 -

"Approved For Release 2006/11/06 : CIA-RDP87B01034R000100020023-7



- Approved Fbr Release 2006/11/06 : CIA-RDP87BO1034R000100020023-7

granted by another agency regarding any parii-
cular person. When a person is undergoes a
background investigation, the investigation shall
incluée a National Agency Security Check (asc).
A NASC shall consist of a recurds check by
appropriate agencies of the Executive Branch to
ascertain whether they possess informaticn which .
they have reason to believe would disqualify a
person for access to classified information.
Disqualifying information @isseminated in
response to a NASC shall not include information
regarding the suitability of a person for federal
employment unless that information is of security
significance. '

Section 6. Any information of security
significance concerning any person developed by
-an agency during the course of a background
investigation, or otherwise, may be disseminated
only to the security offices of other Executive
Branch agencies, and to the FBI if a violation of
Yaw may have occurred, under tight controls and
on a strict need-to-know basis. Such information
ray be disseminated without a confrontation of
the source or sources of that information when
the confidentiality of the scurce or sources has
been assured by ‘the agency collecting the infor-
mation or when confrontation would disclose a
method of security processing or intelligenceé
‘gathering. Any agency, other than the FBEI, that
Yeceives such information from another agency '
shall only use that information as a basis for
conducting a de novo security investigation and
evaluation of any issues raised by that informa-
tion. '

Section 7. Failure to meet an agency's
security standards Or to comply wWith an cy's
SECUTTEY Tegulations, Such as the mishandline oFf
classified Infdfmation by unaunt i e
oT erwise, 13 se for withdrawi
a s ) T ar , G for taking
_9%%&r~ﬁﬂﬁfﬁf§?f§§ﬁﬁ??ﬁﬁﬁfﬁn"fnciuding suspension
and termination of employment under 5 U.S.C.

§ 7531, et seq., or any other provisions of law
deemed appropriate by the agency concerned.

Section 8. Each agency shall prorulgate
appropriate regulations to implement this Order.
This Order supplements the Atomic Energy Act of
1954 and Public Law 88-290. Executive Order
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1086.5 ‘shall l.)e modified as necessary to be made .
consistent with this Order. Executive Order
10450 is hereby rescinded. : |

SRR o O

Ronald PReagan
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